
• a mobile
phone;

• the inter
net;

• a social
networkin

g site

such as Fa
cebook, M

yspace,

Twitter or
Bebo;

• YouTube
;

• MSN?

Does your
child use:

Parents’

Guide to

E-Safety

If the answer is yes, then read this

guide to find out how to protect

your child in the virtual world.



Introductio
n

The interne
t is such an

integral pa
rt of childre

n's lives the
se days.

It opens up
so many ed

ucational a
nd social o

pportunitie
s, giving th

em

access to,
quite literal

ly, a world
of informat

ion and exp
eriences.

Whether on
a compute

r at school,
a laptop at

home, a ga
mes conso

le

or mobile p
hone, child

ren and yo
ung people

are increas
ingly acces

sing

the interne
t whenever

they can an
d wherever

they are.

As you wou
ld protect y

our child in
the real wo

rld, you wil
l want to m

ake

sure that th
ey are safe

whatever th
ey are doin

g. If your c
hild unders

tands

the risks an
d can make

sensible an
d informed

choices on
line, they c

an

get the mo
st from the interne

t and stay s
afe whilst d

oing so - p
articularly

from those peop
le who mig

ht seek the
m out to harm

them.

So, how ca
n you prote

ct your chil
d online?

The answe
r is simple.

If you unde
rstand the

internet an
d understa

nd

what the ris
ks are, ther

e are a num
ber of thing

s you can d
o that will

make your
child safer

online.

According
to Ofcom 7 out of 10

young peo
ple aged b

etween 12
and 15

years old in
the UK hav

e a social n
etwork pro

file. A large
percentage

of

these acce
ss these si

tes through
their mobile

phone rath
er than a

computer.

This has ch
anged the

way that ch
ildren and

young peo
ple

communica
te with thei

r friends an
d family.



What do I
need to kn

ow about i
t?

On the who
le, young p

eople have
a very posi

tive experie
nce surfing

the web or
chatting wi

th their onl
ine friends;

however, a
s a parent

or guardian
there are s

ome poten
tial risks yo

u should be
aware of:

• cyberbullyi
ng;

• downloadin
g and copy

right;

• excessive u
se of techn

ology;

• identity the
ft;

• inappropria
te and harm

ful content;

• illegal cont
ent; and

• grooming.

Encourage
kids to rep

ort inappr
opriate be

haviour

If your chil
d is experie

ncing prob
lems or is b

eing cyberb
ullied enco

urage

them to come to
you for help

.

If they are
uncomforta

ble speakin
g with you,

tell them to speak w
ith a

trusted adu
lt - an aunt

, uncle, tea
cher, or old

er sibling -
to lend an

ear.

Be sure yo
ur child kno

ws how to
report abus

e or inappr
opriate beh

aviour

to social ne
tworking si

tes. With F
acebook, fo

r example,
they can re

port

abuse by c
licking the

report link.
Other socia

l network s
ites also ha

ve

reporting m
echanisms

.

What to ta
lk to your c

hild about
?

• Make sure
your child k

nows how
to change

their privac
y settings.

• Don't allow
anyone to b

ully you on
line, encou

rage your c
hild to spea

k

to an adult
or teacher.

• Not to spen
d too much

time online
, using a m

obile phone
, gaming

console etc
.



What can
I do as a p

arent?

Good comm
unication b

etween a p
arent and c

hild is critic
al:

Check the
privacy pol

icy of your
child's inte

rnet, mobil
e, social

networking
and games

providers s
o that you

understand
what kind

of informat
ion they co

llect and w
hat they us

e it for.

Encourage
your child t

o only shar
e their pers

onal inform
ation with

people or c
ompanies t

hey know.

Suggest th
at they use

a nickname
(not their re

al name) o
n websites

,

chat rooms
and other o

nline forum
s.

Help them
to set up st

rong passw
ords (a com

bination of
letters,

numbers a
nd symbols

) and expla
in why they

shouldn't s
hare them

with anyon
e.

Make sure
they use a

PIN lock on
their mobile

.

Discuss the
fact that no

t everyone
on the inte

rnet is who
they say

they are.

Explain ho
w informat

ion they us
e to registe

r for websit
es,

competition
s, downloa

ds and oth
er internet

and mobile
services co

uld

be used by
the compa

nies in que
stion (e.g. t

o send ma
rketing em

ails).

Advise you
r child to ge

t permissio
n from friends and

family befo
re

taking phot
os or video

s of them and to che
ck that they

're happy fo
r

the images
to be publis

hed - not e
veryone wa

nts to be fa
mous.

Make sure
you have u

p-to-date a
nti-virus an

d anti-spyw
are softwar

e

on your ch
ild's compu

ter and ma
ke the mos

t of built-in
tools like

pop-up blo
ckers and s

pam filters.

Teach them
the risks an

d dangers
of sharing

passwords
, phone

numbers, a
ddresses a

nd other pe
rsonal infor

mation.

Consider w
here you p

lace your c
omputer, ke

ep an eye o
n what

your child i
s looking a

t.

Be sure yo
u have com

puter secu
rity softwar

e with pare
ntal contro

ls.

Not to spen
d too much

time online
, using a m

obile phone
,

gaming con
sole etc.

Encourage
other activi

ties and sp
orts.

Ask about
your child’s

online frien
ds, encoura

ge them to have

their “real”
friends as t

heir friends
on social n

etworking s
ites.

If your chil
d has an o

nline profile
ask if you o

r a close re
lative

can be an
online frien

d (to help a
nd support

them).



Parents A
to Z guide

technolog
y

Apps: An ab
breviation f

or applicati
on. An app

is a piece

of software
. It can run

on your co
mputer, or

phone or o
ther

electronic d
evice.

Bebo - A pop
ular social

network sit
e that com

bines comm
unity, self

expression
and enterta

inment. Be
bo allows u

sers to exp
ress their

individualit
y through t

heir own cu
stomised p

rofile, play
games and

keep in tou
ch with frie

nds.

www.bebo.
com

Blog: Short f
or web log,

this is an o
nline journ

al that user
s

update.

Cyberbully:
A cyberbul

ly is like the
traditional p

layground
bully,

but the har
assment of

his/her vict
ims takes p

lace online
. Harassme

nt

can include
teasing ano

ther person
, posting ru

mours/lies
about som

eone,

or publishin
g unwanted

pictures of
the targete

d person in
public forum

s

such as so
cial networ

king profile
s, message

boards, ch
at rooms e

tc.

Facebook: A
popular an

d rapidly gr
owing soci

al networki
ng site bas

ed

on circles o
f networks.

A person s
elects a ne

twork, such
as a schoo

l

or geograp
hic location

, and can t
hen make f

riends with
others in th

at

network.

www.faceb
ook.com

Flickr: Online
photo man

agement a
nd sharing

application
.

www.flickr.c
om

Friending: “F
riending” d

escribes th
e act of ma

king friends
online

through sit
es such as

Bebo, Mys
pace and F

acebook.

Google: A co
mpany whi

ch is best k
nown for its

internet

search eng
ine. The te

rm “Googling”
means tha

t a person
is doing

an internet
search usin

g www.goo
gle.co.uk. P

eople often
“Google”

others in a
n attempt t

o find out m
ore informa

tion about
them.

www.googl
e.co.uk

Hotspots: A
term used to de

scribe loca
tions where

there is a W
i-Fi

or wireless
connection

available. P
eople can c

onnect to t
he internet

from their wirele
ss internet

devices (la
ptops, pers

onal digital
assistant

(PDAs), mo
bile phones

) from this area.



Instant Mess
aging: Also k

nown as A
IM and IM'ing.

Instant me
ssaging

is commun
icating usin

g a program
, such as A

OL Instant
Messenger

™

or MSN, w
hich allows

you to com
municate v

ia text in re
al time. It's

like a

phone con
versation c

onducted w
ith your fing

ertips. Som
e mobile ph

ones

also suppo
rt instant m

essaging.

Myspace: A
popular so

cial networ
king site of

fering an in
teractive w

ay for

people to c
onnect with

each other
by creating

user profile
s, posting

pictures, sh
aring music

, and blogg
ing. People

can easily
create thei

r

online prof
ile and then

share their
page with o

thers throu
gh friendin

g.

www.mysp
ace.com

Podcast/vod
cast: Downlo

adable item
s that can b

e listened t
o

via your co
mputer and

/or portable
music play

er. Podcast
s usually c

ontain

only audio
while a vod

cast contai
ns audio an

d video. An
example of

a

popular vod
casting site

is YouTube
.

Profile: Som
etimes refe

rred to as a
"page", a p

rofile is a u
ser-created

web page t
hat enable

s the user
to enter inf

ormation a
bout him/h

erself

that they w
ant to shar

e online.

Skype: A sof
tware appli

cation that
allows use

rs to make
voice

and video c
alls and ch

at over the
internet. C

alls to othe
r users with

in

the Skype
service are

free, while
calls to bot

h traditiona
l landline

telephones
and mobile

phones are
chargeable

.

www.skype
.com

Smartphone
: A mobile ph

one that of
fers more a

dvanced co
mputing

ability and
connectivit

y, example
a Blackber

ry or iPhon
e.

Social Netwo
rk: Internet s

ocial netwo
rks focus o

n building o
nline

communitie
s with like-m

inded peop
le. They all

ow people
to commun

icate

and share
information

on a wide s
cale, and to

find others
who share

similar inte
rests. Peop

le share inf
ormation b

y creating a
user profile

and

then updat
ing their pr

ofiles with
status aler

ts, pictures
, and other

items

of interest
to them, e.

g. Faceboo
k, Bebo an

d Myspace
.

Spotify: An o
nline music

provider wh
ere registe

red users c
an listen to

free music
which is su

pported by
audio and/

or visual ad
vertising. U

sers

can also ch
oose to pa

y for the Sp
otify servic

e and acce
ss ad-free

music

as well as
other bene

fits.

www.spotif
y.com



Spyware: A s
oftware do

wnloaded o
nto a comp

uter withou
t the user’s

consent or
knowledge

that can m
onitor and

track a use
r’s behavio

ur. It can

collect info
rmation ab

out web sit
es visited,

and interfe
re with com

puter activi
ty

by redirecti
ng to other

web sites,
install othe

r software,
and slow c

onnection

speeds. Ins
talling and

regularly ru
nning prog

rams such
as anti-spy

ware

or anti-viru
s software

can help di
rect and el

iminate spy
ware on yo

ur compute
r.

Tablet: A tab
let PC is a

wireless, p
ortable per

sonal comp
uter with a

touch

screen. Us
ually a tabl

et is smalle
r than a no

tebook com
puter but la

rger

than a sma
rtphone, ex

amples inc
lude the iP

ad.

Tagging: A la
bel assigne

d to conten
t on the int

ernet in ord
er to find it

through

searches m
ore easily.

Users on s
ocial netwo

rking sites
such as Fa

cebook

can tag pic
tures with t

he name o
f the perso

n in the pic
ture so tha

t others

can find an
d view pict

ures of tha
t person m

ore easily.

Texting: Also
known as S

MS (text m
essage) or

MMS (mult
imedia mes

sage).

Texting is s
ending a m

essage via
a mobile ph

one that is
typed out in

stead of

spoken. A
MMS mess

age include
s multimed

ia content s
uch as a pi

cture or

video and m
ay also inc

lude a text
message.

Twitter: Som
etimes also

called a “tw
eet”. Tweet

s are live u
pdates from

a

person sen
t via the we

b, SMS, or
IM using the s

ocial netwo
rk www.twi

tter.com

allowing us
ers to keep

their friend
s posted on

what they a
re doing at

that

moment.

www.twitte
r.com

Virus: A com
puter virus

is malevole
nt software

designed to
copy itself

and spread
to other co

mputers wi
thout the u

ser's know
ledge.

Wiki: A webs
ite where u

sers can ad
d, remove,

and edit pa
ges using

a web brow
ser, e.g. W

ikipedia the
online free

encycloped
ia.

www.wikipe
dia.com

Wireless Co
nnection (or

just wireles
s): A connect

ion that can
be made

to the inter
net without

the need fo
r a cable o

r wire to be
connected

from

the access
point to the

computer.

Wi-Fi: Short
for “Wireles

s Fidelity”.
A Wi-Fi en

abled devic
e such as a

laptop or a
mobile pho

ne can eas
ily connect

to the inter
net when it

detects tha
t a wireless

network is
available. W

i-Fi hotspo
ts make it

convenient
for owners

of such de
vices to co

nnect to th
e internet

when away
from home or w

ork.



Further In
formation

www.ceop.p
olice.uk

The Child E
xploitation

and Online
Protection

(CEOP) Ce
ntre's webs

ite

houses a r
ange of inf

ormation o
n how to st

ay safe onl
ine. It inclu

des a

unique faci
lity that ena

bles paren
ts and youn

g people to
make repo

rts

of actual o
r attempted

abuse onlin
e.

www.childne
t.com

The Childn
et Internati

onal websi
te gives int

ernet safet
y advice an

d links

for young p
eople, pare

nts, teache
rs and othe

r organisat
ions.

www.childne
t.com/music

Childnet's l
eaflet “You

ng People,
Music and

the Interne
t” has conc

ise

information
to help par

ents, carer
s and teach

ers get up
to speed a

bout

online mus
ic and the l

egal issues
raised whe

n copyright
ed music is

used on so
cial networ

king sites.

www.digizen
.org/socialne

tworking

A 2008 rep
ort by Child

net providin
g teachers

with a com
prehensive

guide to so
cial networ

king servic
es.

Initial Respo
nse Team (Durham County Co

uncil)

If you have
any safegu

arding con
cerns abou

t a child or
young pers

on

please con
tact the Init

ial Respon
se Team on 0845 85

0 50 50.

Support for runaways

Ring 0800
085 1596 o

r Text safe
to 66644

cypscommunications@durham.gov.uk

0191 383 6
535
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